Creating an anonymous connection to SQL Server from any web server
-Brian Hogan

In a large-scale Web-to-Database environment, the need may arise for databases to exist on
separate machines from the web server. Microsoft SQL Server 2000 allows this through the use
of domain accounts.

There are some cases when you want to allow anonymous users to read data in SQL Server
databases, but you are unable or unwilling to use SQL Server accounts. This guide will show you
how to configure SQL Server and IIS to work together on separate machines and allow
anonymous access to a database.

1.

2.

5.

Create an account at the domain level. Call it WWW_GUEST
Give it a password for that account and remember it!
Change the Anonymous Guest account in IS to this account. UNCHECK the “Allow IS to

control password” box and enter the password for the domain account.
Anonynous User Account >

— &nonymous ser

Select the Windows Lser Account used to access thiz computer when an
anohymous uger connects to thiz zite,

Uzermanme: BPHOGAM v GUEST, Browse. .. |

Paszword: Ixxxxxxxxxx

[ Allow 15 to control pazsword

k. I Cancel Help |

According to Microsoft, “The IIS computer requires the user's password to generate a
security token that remains valid on another server. When the Enable Automatic
Password Synchronization option is enabled, a token can only be generated for the local
computer.” (Source: Microsoft Knowledge Base Article — 247931)

Give the Domain account WWW_GUEST read and execute permissions to your web site!
This step is very important. If the WWW _GUEST account has no file-level access, the
authentication to SQL Server will fail!

Test your web server to make sure everything still works.
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SQL Server setup

6. Open your SQL Server Enterprise Manager and connect to your database

7. Go to the Security section of your database and choose Logins.

8. Add a new login and browse for your domain\WWW_GUEST account. There have been
reports that suggest that SQL Server requires the name to be case-sensetive. This way,

we leave no doubts.

9. Make sure that the authentication type is WINDOWS AUTHENTICATION

General | Server Roles I Database Access I
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ﬁ? Maime;

I BPHOGANAMMA_GUEST

L

Autherntication
i+ Windows Authentication

Daotmain: BPHOGARN
Security access:
{* Grart acoess

(" Deny access

~ SGL Server Authertication

Passyvond: I

Defaults

Specify the default language and database for this login.

Database: Imaster j
Language: I{Defauh j
(8.8 I Cancel | Help




10. Select the Database Access tab and place a check in the box next to each database you
want this user to have access to. Also, place a check in the box next to “Public”.

SQL Server Login Properties - New Login x|
General | Server Roles Database Access |

Specify which databases can be accessed by this login.

master

mociel

mzclh

pubs
O @ tempdi

K|

Database roles for "app006_Code":

Fermit in Databasze Role |_:
v € public

(] ﬁ db_owner

1 ﬁ db_accessadmin
1€ db_securityadmin
1 € db_ddiadmin =l

Properties |
QK I Cancel | Help |

11. Grant the access to the stored procedures for this user. If you do not have any code that
directly accesses tables, you don’t need to grant permission to any tables.

12. The connection string you would use in your application would be

Provi der =SQLOLEDB. 1; I nt egrat ed Security=SSPI; Persist Security Info=false;Ilnitial
Cat al og=DB_NAME; Dat a Sour ce=SERVER_NAME;

13. If everything was created correctly, you should now have the ability to allow users to
access your SQL database anonymously.
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